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Abstract

The digital transformation of modern life has brought unprecedented risks in the
form of cybercrimes, a phenomenon that disproportionately affects individuals with
limited digital skills. Globally, millions of Internet users have experienced some
form of online victimisation, including phishing, identity theft, cyberbullying, and
online fraud. This study explores the role of lifelong digital literacy as a potential
protective mechanism for reducing vulnerability to online victimisation, focusing
on vulnerable populations such as older adults, low-income groups, and residents
of digitally underserved regions, particularly in Nigeria. Drawing on Routine
Activity and social learning theoretical perspectives, the study conceptualises
digital literacy as not only a technical skill but also an evolving form of capable
guardianship and behavioural adaptation alongside secure systems, regulation,
reporting mechanisms, and organisational responsibility. This study adopted a
desk-based narrative review methodology with thematic synthesis to critically
examine secondary literature from peer-reviewed journal articles, academic books,
policy documents, and other sources. Through a thematic synthesis of the reviewed
literature, this study identifies critical shortcomings in current digital literacy
initiatives, including limited reach, inadequate contextualisation, and poor
integration into crime prevention frameworks. The findings further suggest that
integrating culturally relevant digital education into local communities may reduce
vulnerability, enhance digital resilience, and improve online safety outcomes for
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high-risk groups in the future. While some evidence from Nigeria supports these
observations, broader conclusions are informed by international studies with
potential relevance to the Nigerian context. Therefore, this study recommends
implementing lifelong, inclusive, and context-sensitive digital education strategies
embedded in public policy and tailored to the lived realities of at-risk populations
to help reduce vulnerability to cyber victimisation across the life course.
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Introduction

The digital age has revolutionised human interaction, commerce, education, and
communication. However, the same technological advancements that offer
convenience and connectivity have also introduced new avenues for victimisation
through cybercrimes. Online fraud, identity theft, phishing, ransomware, and
cyberbullying, among other things, affect a significant percentage of internet users
globally. The scale and complexity of these threats are intensifying, particularly as
more people, regardless of age or socioeconomic status, rely on digital platforms in
their daily lives (Abdullah et al., 2025). Despite increasing awareness of
cybersecurity issues, a significant digital divide persists in terms of users’ ability to
understand and manage risks leading to online victimisation ‘harmful actions
directed at an individual or group via the internet, including threats, harassment,
stalking, sexual solicitation, and exploitation, often involving psychological or
emotional harm’ (Mitchell et al., 2011). Many individuals, especially older adults,
low-income populations, and those with limited formal education, lack the digital
literacy skills required to recognise and respond to threats effectively. These
populations are more likely to fall victim to scams, misinformation, and other forms
of cyber exploitation (Ani & Batisai, 2024).

While government and private initiatives are attempting to address online safety
through campaigns and school-based education, most of such efforts focus
predominantly on youth or technology professionals. There remains a critical gap,
particularly across many low and middle-income countries, in promoting digital
literacy ‘the ability to use information and communication technologies to find,
evaluate, create, and communicate information, requiring both cognitive and
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technical skills’ (American Library Association, 2011) that spans across all age
groups and socio-economic categories especially in the global south. Lifelong
learning is increasingly recognised as a vital strategy to ensure digital inclusion and
resilience. It is conceptualized by UNESCO Institute for Lifelong Learning (UIL,
2022) as a life-wide process that combines learning and living, involving people of
all ages in diverse learning activities, contexts, and modalities aimed at satisfying
a broad range of learning needs and aspirations. Building on this principle, lifelong
digital literacy is referred to as the continuous acquisition, refinement, and
application of digital knowledge, skills, and critical competencies throughout the
life course in response to evolving technologies and online environments (Ng,
2012; Vuorikari et al., 2022). This requires continuous updating as digital
platforms, information ecosystems, and cyber threats evolve. Consequently,
lifelong digital literacy contributes to digital inclusion, informed online
participation, and the development of competencies that may reduce individuals'
vulnerability to online victimisation.

Against this backdrop, this study explores the intersection between education and
cybercrime prevention. This study explicates how continuous learning can serve as
a protective factor against cybercrime, particularly for vulnerable populations such
as older adults, low-income groups, rural dwellers, individuals with limited access
to formal education, and residents of digitally underserved regions, particularly
Nigeria. Thus, this study contributes to the knowledge and efforts to integrate
digital literacy into national crime prevention agendas.

The literature on cybercrime has grown extensively over the last two decades
because of the increasing digitisation of socioeconomic life. One of the most
influential early classifications was proposed by Wall (2007), who categorised
cybercrimes into four types: cyber-trespass, cyber-deception/theft, cyber
pornography/obscenity, and cyber violence. While this classification remains
influential in cybercrime scholarship, more recent frameworks have provided
broader and more nuanced understandings of contemporary cybercrime. For
example, a taxonomy developed by the National Academies of Sciences,
Engineering, and Medicine (NASEMS, 2025) classifies cybercrime into the
following six broad categories: acts targeted against machines, data, or systems;
fraud and acts targeted against property; acts against individuals (nonsexual); acts
against individuals (sexual); acts targeted against groups; and acts involving
incidental technology use. The framework further distinguishes offences according
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to the degree of cyber involvement, ranging from cyber-dependent to cyber-assisted
crimes (see Appendix 1). This broader classification captures emerging threats,
such as ransomware, cyberstalking, online fraud, and technology-facilitated
violence, thereby providing a more comprehensive understanding of the
contemporary cybercrime landscape. Among these various forms of cybercrime,
cyber deception and fraud including phishing, online scams, and identity theft
remain particularly relevant to discussions of digital literacy because they exploit
users' limited ability to identify and respond to online risks. Studies have
consistently shown that digital literacy and digital inclusion are associated with an
individual’s capacity to recognise, assess, and manage such threats effectively
(Livingstone & Helsper, 2007; van Deursen & van Dijk, 2014; Vuorikari et al.,
2022).

While adult users face high levels of online victimisation, most studies on digital
literacy focus on children and adolescents. This narrow focus creates a significant
gap in understanding the risks faced by vulnerable adult populations, such as older
adults and individuals in marginalised communities, who may not benefit from
school-based or workplace digital education initiatives. Furthermore, digital
literacy is often treated as a fixed or technical skill set rather than a dynamic and
evolving process of knowledge acquisition that must continue throughout life. This
static conceptualisation limits the development of holistic interventions that
recognise learning as an ongoing need in the face of rapidly changing digital threats.
Although UIL (2020) underscored the relevance of lifelong learning in preparing
individuals to adapt to evolving societal challenges, this principle remains under-
explored in the digital safety literature.

Another gap lies in the minimal integration of criminological theories into digital
literacy and cybercrime prevention strategies. For example, Cohen and Felson’s
(1979) Routine Activity Theory (RAT) and Bandura’s (1977) Social Learning
Theory (SLT) offer valuable insights into how continuous digital education can
function as a form of prevention. According to RAT, crime is more likely to occur
when there is a motivated offender, a suitable target, and the absence of a capable
guardian. In the context of cybercrime, digital literacy has the potential to function
as a component of capable guardianship alongside secure systems, regulations,
reporting mechanisms, and organisational responsibility. Thus, it can reduce
vulnerability and equip individuals to protect themselves from becoming targets.
Similarly, SLT emphasises that individuals learn behaviours through observation
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and reinforcement. Through sustained digital education, individuals can learn
positive online behaviours and develop resistance to fraudulent or harmful digital
content. However, despite the theoretical value of these frameworks, few studies
have explicitly applied them to lifelong digital literacy.

In addition, there is a notable gap in qualitative desk reviews that focus on
vulnerable adult populations and integrate criminological theories to assess how
digital literacy can evolve into a lifelong protective mechanism against online
victimisation. This theoretical underutilisation limits a comprehensive
understanding of the behavioural and structural benefits of ongoing digital
education. As most evaluations of digital literacy programmes emphasise short-
term outcomes or institutional training effectiveness, there is a need for more desk-
based syntheses that consolidate insights from diverse sources to explore the long-
term societal implications of digital literacy for crime prevention. In addition, the
available empirical literature on lifelong digital literacy and online victimisation
within the Nigerian context is relatively limited. This study seeks to address these
limitations by conducting a structured synthesis of the secondary literature to
critically analyse the protective potential of lifelong digital literacy. Although the
study focuses on Nigeria, it synthesises both Nigerian and international literature
to identify evidence that is directly relevant to the Nigerian context.

Methodology

This study adopted a qualitative research design based on a narrative desk review
methodology. The goal was to synthesise and critically examine secondary
literature from diverse sources to understand the role of lifelong digital literacy in
mitigating online digital victimisation. This approach is suitable for drawing
insights from existing research, identifying patterns, and generating theoretical and
practical recommendations. This aligns with the broad thematic focus of this study
analysing lifelong digital education as a long-term structural solution to cyber
threats, which transcends immediate short-term interventions.

Data were collected from credible secondary sources, including peer-reviewed
journal articles, academic books, institutional and government reports, policy
documents, and program evaluations. Priority was given to sources that explicitly
addressed digital literacy, lifelong learning, cybercrime, and crime-prevention
strategies. Accordingly, a literature search was conducted through major academic

8l]|Journal of Adult Education in Tanzania



databases, including JSTOR, Scopus, and Google Scholar, supplemented by
materials obtained from reputable institutions, such as UNESCO and the
International Telecommunication Union (ITU). Combinations of keywords and
search phrases were employed, including “digital literacy”, “lifelong digital
literacy”, “digital competence”, “lifelong learning”, “online victimisation”, “cyber
victimisation”, ‘“cybercrime prevention”, “cybersecurity awareness”, “online
safety”, and “digital resilience”. Searches were refined using Boolean operators,
such as AND and OR, where appropriate. The literature search, completed in
December 2025, covered publications from January 2005 to December 2025, with
earlier seminal works included where necessary to establish the theoretical and
conceptual foundations of the review. The search process initially identified
approximately 170 records across all databases and institutions. After removing
duplicate records, approximately 114 unique publications remained for screening.
Following title, abstract, and full-text assessment for relevance, approximately 40
sources were retained for the final narrative synthesis.

Although this review did not follow the procedural requirements of a systematic
review, efforts were made to ensure the relevance and quality of the consulted
literature. Sources were selected based on their conceptual contribution to
understanding the relationship between digital literacy and online victimisation,
methodological rigor, and policy relevance. Studies were excluded if they were
duplicates, lacked identifiable authorship or publication sources, were not available
in English, focused primarily on unrelated forms of digital technology without
addressing digital literacy or online victimisation, or did not make a meaningful
conceptual, empirical, or policy contribution to the objectives of this review.

The collected materials were subjected to thematic analysis to identify recurring
themes, gaps, and theoretical patterns in the literature. The retained literature was
read iteratively and coded manually into broad thematic categories, including
digital literacy competencies, online victimisation risks, cyber security awareness,
lifelong learning approaches, behavioural change, institutional and policy
interventions, and implications for online safety in Nigeria. These themes were
subsequently synthesised to identify convergences, divergences, and knowledge
gaps within the existing literature. Being well-suited for capturing broad societal
trends and synthesising existing knowledge, this method allowed for the
identification of underexplored areas in digital literacy research and policy while
providing a theoretical foundation for future empirical work. The analytical process
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was guided by Cohen and Felson's (1979) RAT and Bandura's (1977) SLT. These
frameworks helped classify findings in relation to their explanatory power
regarding cybercrime victimisation and the preventive role of digital literacy
education. The RAT was used to assess how digital literacy functions as a form of
guardianship, whereas the SLT aided in understanding how continuous digital
education contributes to behavioural change and resilience.

To improve linguistic clarity, the manuscript underwent language editing using
Grammarly, an artificial intelligence-assisted writing support tool. [insert
hyperlink] The tool was used solely for editorial and language enhancements. All
aspects of the study, including the research design, literature selection, analysis,
interpretation of the findings, and conclusions were conducted and verified by the
author.

Results and Discussion

In this section, the literature is thematically synthesised to examine the intersections
between digital literacy and online victimisation. The synthesis draws on both
Nigerian and international literature, with broader international findings interpreted
in the Nigerian context where appropriate. The analytical process is grounded in
RAT and SLT, which provide conceptual lenses for understanding how digital
literacy can function as both a preventive mechanism and a behavioural resource in
the digital age.

Vulnerable Populations and the Uneven Distribution of Digital Skills

The proliferation of digital technologies has created unprecedented opportunities
for social, economic, and civic engagement. Consequently, digital literacy is
increasingly recognised as a form of social capital essential for full participation in
contemporary life. Digital literacy, as Hargittai (2010) emphasised, goes beyond
mere access and includes the ability to evaluate information, manage privacy, and
avoid deceptive content. However, these skills are less likely to be developed
among individuals with limited exposure to formal or continuing education. Access
to and proficiency in digital technologies are unevenly distributed across different
population segments worldwide. This disparity, often referred to as the ‘digital
divide’, disproportionately affects vulnerable populations who often lack access to
devices, internet connectivity, and tailored educational opportunities (van Dijk,
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2020). This results not only in technological exclusion but also in amplified
socioeconomic disparities in the digital world. According to the ITU (2023), over
2.6 billion people remain offline, and even among those with Internet access, digital
skill levels vary greatly. Although these statistics point to global trends, recent
Nigerian evidence highlights persistent inequalities in digital access and skills (De
Simone & Manolio, 2024).

From the perspective of RAT, these disparities have important implications for
online victimisation. The theory posits that victimisation is more likely when a
motivated offender encounters a suitable target in the absence of capable guardians.
In digital environments, digital literacy can function as a form of capable
guardianship by equipping individuals with the knowledge and skills necessary to
identify phishing attempts, recognise fraudulent websites, evaluate the credibility
of online information, manage privacy settings, and respond appropriately to
cybersecurity threats. Individuals who lack these competencies are less able to
detect and avoid online risks, thereby increasing their suitability as targets for cyber
offenders. The reviewed literature suggests that limited digital literacy is associated
with greater vulnerability to online fraud, identity theft, cyberbullying, and other
forms of online victimisation (van Deursen & Helsper, 2015; Livingstone &
Helsper, 2007). Thus, digital inequalities not only affect participation in the digital
economy but also shape individuals' exposure to cybercrime risks.

SLT provides a complementary explanation for these vulnerabilities. According to
Bandura (1977), behaviours and competencies are acquired through observation,
imitation, social interaction, and reinforcement. Applied to digital environments,
the theory suggests that individuals develop safe online practices through exposure
to educational programs, peer networks, family members, workplace training, and
other social learning contexts in which protective digital behaviours are
demonstrated and reinforced. Vulnerable populations often have fewer
opportunities to participate in such learning environments, reducing their exposure
to positive digital role models and limiting their acquisition of effective cyber
security behaviours. Consequently, they may be less likely to adopt practices such
as strong password management, cautious information sharing, online source
verification, and the use of security tools. The observed relationship between low
digital literacy and heightened victimisation risk can, therefore, be understood not
only as a consequence of limited technical skills but also as the outcome of unequal
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access to social learning processes that facilitate the development of digital
resilience.

Age is an important factor associated with digital inequality. Friemel (2016) found
that older adults are less likely to engage with digital technologies because of
cognitive, motivational, and socio-environmental barriers. Consequently, they are
more vulnerable to cybercrimes, including phishing, financial scams and
misinformation. In this vein, a systematic review by Choi and DiNitto (2013)
indicates that older Internet users report less confidence in their ability to protect
themselves online, which increases their susceptibility to cyberbullying. Low-
income and low-education populations also face structural challenges in developing
digital competence, although much of the available empirical evidence originates
from studies conducted outside Nigeria. Helsper and van Deursen (2016) argue that
socioeconomic status predicts not only access to digital devices but also the quality
of digital engagement. Other vulnerable populations include women, rural dwellers,
ethnic minorities, persons with disabilities, and people from the Global South (De
Simone & Manolio, 2024). Public initiatives that aim to close the digital gap often
fail to account for intersecting vulnerabilities such as poverty, language barriers,
and limited institutional trust, leading to a continued skill divide even in connected
regions. Intersectional approaches further reveal that digital skill disparities are not
uniformly experienced by all the older adults. For example, women in rural or
conservative contexts may face gendered restrictions on digital use, while ethnic
minorities may encounter language barriers or systemic biases in technology design
and deployment (Robinson et al., 2015).

Scholars have observed that the uneven distribution of digital skills significantly
impacts individuals’ abilities to detect, avoid, and recover from cyber threats (Fisk
et al.,, 2022). For instance, Fischer et al. (2013) found that online fraud
disproportionately affects older adults with low digital competence, partly due to
their reduced capacity to identify scams and manage online privacy. Therefore,
digital literacy is not only an educational concern but also a public safety priority.
Promoting digital inclusion through lifelong learning is essential for achieving
educational equity and cyber security resilience. Efforts to ensure this have led to a
growing call for lifelong, culturally sensitive, linguistically accessible, and
community-based digital-literacy intervention programs. In Nigeria, recent policy
initiatives have recognised the importance of digital inclusion; however, targeted
lifelong digital education for vulnerable populations remains comparatively limited
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(Federal Ministry of Education, [FME] 2019; Federal Ministry of Communications
and Digital Economy, [FMCDE], 2020). This policy gap reinforces structural
inequalities and leaves large segments of the population vulnerable to digital harm,
particularly children. Thus, without deliberate interventions, vulnerable individuals
are likely to remain at a greater risk of digital exclusion and online victimisation in
an increasingly digital world.

Lifelong Learning and Behavioural Adaptation in the Digital Environment

In today’s hyperconnected world, the digital environment is not static; it is shaped
by rapid innovations, shifting risks, and emerging social norms. Therefore, lifelong
learning has emerged as a key strategy for enabling individuals to respond
effectively to the evolving digital challenges. Although this perspective is largely
informed by international scholarship, it is becoming increasingly relevant to
Nigeria's expanding digital ecosystem. Defined as ‘an organising principle for
education that integrates formal, non-formal, and informal learning across the
lifespan’, lifelong learning involves not only acquiring technical know-how but
also nurturing critical thinking, media literacy, ethical awareness, and adaptability
to online risks (UIL, 2020). It also promotes flexible competencies that enable
individuals to respond to rapid societal changes (Bélanger & Tuijnman (1997).
Therefore, it is plausible to state that behavioural adaptation grounded in lifelong
learning is highly relevant in digital settings, as it empowers citizens to engage
safely, critically, and productively in online environments. This is because
traditional once-in-a-lifetime digital training models are insufficient given the pace
of technological change. Instead, individuals need to engage in ongoing re-skilling
and up-skilling to adapt their behaviour as technologies evolve and cyber threats
become increasingly sophisticated. This is particularly important in light of the
“platformization” of everyday life, where people access banking, education, health
services, and social interactions through digital platforms.

Bandura’s (1977) SLT offers a useful framework for understanding how
behavioural changes occur in digital environments. The theory posits that people
learn new behaviours by observing others, especially when these behaviours are
reinforced positively. In digital settings, learning occurs through interactions with
peers, media content, online communities and digital mentors. As digital risks such
as phishing, misinformation, and online fraud evolve, adaptive behaviours such as
strong password use, critical evaluation of content, and cautious data sharing must
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be constantly reinforced through accessible learning channels. In this light, digital
literacy is not merely the acquisition of technical knowledge but a behavioural
process through which individuals develop and internalise safe online practices.
These behaviours can be acquired and refined through structured digital literacy
interventions and informal learning mechanisms, such as online tutorials or peer
guidance. Repeated exposure to cybersecurity awareness messages, demonstrations
of safe online conduct, and positive reinforcement of protective behaviours can
encourage the adoption and maintenance of practices that reduce vulnerability to
cyber threats. Conversely, individuals who lack access to such learning
opportunities may be less likely to acquire the competencies necessary for safe
navigation of digital environments, thereby increasing their susceptibility to online
victimisation.

Moreover, Merriam and Bierema (2014) emphasised the role of experiential
learning in adult education, suggesting that adults are more likely to retain and
apply digital safety practices when learning is contextual, problem-based, and
iterative. Therefore, lifelong learning programs that foster reflection, engagement,
and relevance are more likely to lead to meaningful behavioural adaptations. This
insight complements SLT by highlighting how repeated engagement with real-
world digital challenges reinforces learning and promotes behavioural adaptation.
Therefore, lifelong learning programs that foster reflection, engagement, practical
application, and relevance are more likely to facilitate the continuous development
of digital competencies and strengthen individuals' resilience against emerging
online threats.

Owing to its increasing relevance, lifelong digital education has transcended the
status of a developmental goal and become imperative for public safety. As Kovéacs
and Tertak (2024) argued, individuals with limited and outdated digital and
financial knowledge are disproportionately targeted by cybercriminals, while
continuous learning often strengthens individuals’ agency, enabling them to detect
suspicious online behaviours, understand privacy settings, and report incidents
more confidently. The socio-technical environment largely polarises digital
behaviour along this divide. In other words, when users are empowered through
regular exposure to updated knowledge and peer-to-peer learning, they are more
likely to engage in protective behaviours and vice versa. For example, evidence
from international studies suggests that users with higher digital literacy are less
likely to fall for scams or cyberbullying attempts because of their proactive and

87|Journal of Adult Education in Tanzania



informed online behaviour (van Deursen & van Dijk, 2013). This shows that
behavioural adaptation is both an outcome and a facilitator of lifelong learning,
with individuals who embrace learning as an ongoing process being more open to
modifying their behaviours, reflecting on past mistakes and incorporating safer
practices into their daily routines.

Despite its promise, the implementation of lifelong digital learning faces several
challenges. These include a lack of institutional coordination, limited access to
inclusive learning opportunities, and the undervaluation of non-formal and
informal learning channels. Furthermore, marginalised populations, such as the
elderly, refugees, and low-income communities, are often excluded from digital
upskilling initiatives. In light of these, coupled with the fact that behavioural change
IS not instantaneous, as it requires ongoing reinforcement through community
education, government campaigns, employer training programs, and digital literacy
embedded in healthcare, banking, and other service sectors (Livingstone & Helsper,
2007)—an integrated policy approach is needed to support behavioural change at
scale, including within Nigeria's evolving digital education and cybersecurity
policy landscape.

Digital Literacy as a Form of Guardianship Against Cybercrime

In the digital age, where cybercrime increasingly threatens personal safety,
financial stability, and social trust, evidence suggests that digital literacy may serve
as a protective mechanism against such threats. Beyond being a technical skill set,
digital literacy enables individuals to critically assess information, recognise
threats, and adopt preventive behaviours. This protective function aligns with the
concept of ‘capable guardianship’ in the RAT, suggesting that digital literacy can
serve as a form of informal social control that reduces the likelihood of online
victimisation. This is because it tends to equip individuals with the knowledge and
competencies required to identify, avoid, and respond to online threats before they
cause harm. In other words, while users with low digital literacy often become
"suitable targets™ due to their inability to recognise phishing scams, data harvesting,
or suspicious digital behaviour, individuals with high levels of digital literacy often
act as their own guardians, deploying knowledge and skills to prevent victimisation.
Therefore, the value of digital literacy extends beyond the acquisition of individual
skills. It may function not only as a personal asset but also as a form of informal
guardianship, decreasing the feasibility and success of cybercrimes. This reframing
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of literacy as guardianship enhances the relevance of criminological theories in
contemporary digital crime prevention discourse (Yar & Steinmetz, 2019).

To fully grasp the worth of digital literacy as a form of guardianship, it is necessary
to state that it encompasses more than simply knowing how to use a computer or
browse the web. As defined by the European Commission (2023), it includes the
ability to access, manage, understand, integrate, communicate, evaluate, and create
information safely and appropriately using digital technology. This broad
competence framework provides individuals with the tools to protect themselves
against fraud, misinformation, identity theft, cyberbullying, and ransomware
attacks. Evidence from international studies indicates that individuals with low
digital competence are more likely to fall victim to online scams and phishing
emails (Hadlington, 2017). Conversely, those educated in digital hygiene—such as
recognising secure websites, identifying suspicious links, and managing privacy
settings—are more likely to resist online victimisation. Digital literacy thus has the
potential to equip users to fulfil the role of capable guardians, mitigating the risk of
criminal exploitation in cyberspace. It also contributes to community-level
guardianship, as knowledgeable users share security tips, report suspicious
activities, and guide peers. This collective effect creates informal guardianship
networks that extend beyond the individual, strengthening digital resilience at the
societal level (Wall, 2007).

However, the protective potential of digital literacy varies across demographic
groups, with vulnerable populations having a lesser ability to serve as communities
or even as self-guardians of their health. For instance, older adults are often less
digitally literate and, thus, more susceptible to cyber threats. Targeted digital
literacy training may strengthen their ability to act as capable guardians online,
particularly when complemented by appropriate technical, institutional, and social
support measures. Children and adolescents are another example of vulnerable
populations that require support to develop digital competencies. Although they
are often digitally fluent, they lack critical thinking skills and risk awareness, thus
requiring contextualised education that goes beyond basic skills. Without proactive
interventions, these groups will remain excluded from digital guardianship and thus
become prime targets for cybercrimes (Van Deursen & van Dijk, 2013). Therefore,
public policies that integrate digital literacy into national security strategies, adult
education, and community outreach programs are essential. In this vein, the
Organization for Economic Co-operation and Development (OECD, 2021)
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reiterated that collaborative models involving governments, Non-Governmental
Organizations (NGOs), and private tech companies can help deliver sustainable,
context-sensitive digital literacy programs that foster long-term guardianship
across diverse populations. Although this recommendation is derived from
international policy experience, it offers useful guidance for strengthening digital
inclusion and online safety initiatives in Nigeria. However, scholars have argued
that digitalising public administration can support the advancement of digital
governance and facilitate the implementation of such initiatives in Nigeria (Mshelia
& Kari, 2024; Kari & Mshelia, 2023).

Limitations of Current Digital Literacy Initiatives

Despite growing global awareness of the importance of digital literacy, current
initiatives often fall short of addressing the full scope and diversity of users’ needs,
especially among vulnerable populations. These shortcomings are not only global
but are also acutely felt in Nigeria, where digital literacy disparities intersect with
systemic challenges in education, infrastructure and governance.

Globally, many digital literacy programs focus predominantly on children and
youth through formal educational institutions. This approach assumes that digital
competence developed early in life is maintained throughout adulthood. However,
this excludes significant demographics, including adults, the elderly, and those
outside traditional education systems. In Nigeria, this youth-focused model is
reinforced through initiatives such as the National Digital Economy Policy and
Strategy (2020-2030), which emphasises ICT integration in schools and
universities (FMCDE, 2020). Others include the National Policy on Information
and Communication Technologies in Education (NPICTIE) and the National
Implementation Guidelines for ICT in Education (NIGICTIE) launched in 2019
(FME, 2019). While important, these initiatives provide comparatively fewer
structured digital learning opportunities for older adults, informal sector workers
and rural dwellers, potentially increasing their vulnerability to cybercrime.

While the OECD (2021) emphasised the need for integrated national strategies that
align education, technology, and crime prevention, such alignment remains nascent
in many countries, weakening the institutionalisation of digital literacy as a
preventive strategy for cybercrime. For example, in Nigeria, digital literacy
programs suffer from fragmentation, a lack of coordination, and uneven
distribution. Available evidence suggests that many digital literacy projects are
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donor-funded or NGO-led with limited sustainability, thus lacking integration into
national education and security policy frameworks. For example, while programs
like the Digital Literacy for All Initiative aim to bridge access gaps, they often
operate in silos, with insufficient coordination between the education sector,
cybersecurity agencies, and local governments.

Limited curriculum scope and cultural relevance are other challenges confronting
digital literacy initiatives. Most digital literacy programs—globally and in
Nigeria—focus on basic technical skills such as typing, Internet browsing, or using
productivity tools. These are insufficient in an age where cyber threats involve
complex schemes such as phishing, identity theft, ransomware, and digital
misinformation. Ng (2012) stressed that digital literacy should include critical
thinking, media literacy, and cyber security awareness. In Nigeria, cultural and
linguistic diversity poses additional challenges to curriculum designs. Digital
education materials are often in English, which automatically limits access for those
with low English literacy. Additionally, local relevance is often overlooked, as
many global training programs are poorly adapted to the socioeconomic realities of
informal economies or rural life in the country. Gender disparities persist in some
parts of the country. For instance, women and girls in parts of northern Nigeria face
cultural barriers to education, including digital education (Centre for Information
Technology and Development, 2021; De Simone & Manolio, 2024).

Other challenges confronting digital initiatives in Nigeria include governance
constraints, insecurity, and institutional inefficiencies that may hinder programme
implementation (Mshelia & Kari, 2024). These converge to create structural
barriers to access, socioeconomic disparities, infrastructural gaps, and urban-rural
divides, all of which significantly hinder access to digital literacy training in the
country. For example, while Van Dijk (2020) highlighted the role of material access
in perpetuating digital inequality, Sasu (2024) revealed that only approximately
50% of Nigerians have Internet access, with rural Internet penetration significantly
lower than in urban areas. This is exacerbated by insufficient evaluation and long-
term impact assessment which is essential for policy feedback and program design
but remains underutilised in both national and NGO-led initiatives in the country.
Available evaluations of digital literacy programmes in Nigeria seldom assess long-
term behavioural changes or changes in vulnerability to online victimisation.
Program assessments are often absent, anecdotal, or donor-driven, with limited
transparency and academic scrutiny. This lack of evaluation restricts learning and
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scalability because without disaggregated data (by age, gender, and region), it is
difficult to track progress, understand effectiveness, or tailor programs to diverse
contexts.

Conclusion and Recommendations

Digital literacy is not just about navigating technology but also about safeguarding
human rights, fostering inclusion and enhancing public safety in an increasingly
digital world. This study explored the potential of lifelong digital literacy in
reducing vulnerability to online victimisation, with particular attention to
vulnerable populations and systemic limitations of existing initiatives. Vulnerable
populations, such as older adults, rural dwellers, women, and those with limited
formal education, are disproportionately affected by the digital divide and face
heightened exposure to online risks because of their limited digital skills. The
reviewed evidence suggests that lifelong digital literacy can support behavioural
adaptation to evolving cyber threats. Viewing through the analytical lens of RAT,
it is a form of guardianship that helps individuals identify threats and reduce their
likelihood of being suitable targets for online offenders, informing the need to see
it as not merely a one-time educational achievement but a continuous protective
process. Drawing on both international evidence and emerging Nigerian
experience, lifelong, inclusive, and context-sensitive digital education should
become an important component of educational and security systems in vulnerable
contexts, such as Nigeria.

Available evidence suggests that many digital literacy programmes in Nigeria
remain fragmented, under-resourced, and insufficiently targeted, with significant
gaps in content relevance, access equity, and programme evaluation. These
structural and strategic challenges are compounded by infrastructural deficits,
social inequality and fragmented policy environments. While some progress has
been made through ICT integration in schools and donor-supported training
projects, significant gaps remain in reaching older adults, marginalised groups and
the rural poor. To move forward, Nigeria needs to embed digital literacy in broader
lifelong learning and national crime prevention strategies, localise content to match
linguistic, cultural, and economic contexts, develop inclusive multi-stakeholder
frameworks that engage federal, state, and community actors, and implement robust
evaluation systems to guide evidence-based improvement. Such integrated,
inclusive, and adaptive approaches have the potential to strengthen the contribution
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of digital literacy to online safety and cybercrime prevention in Nigeria. In light of
this, the following specific recommendations are proposed:

1.

Governments and stakeholders should embed digital literacy into lifelong
learning frameworks that extend beyond the classroom in pursuit of a mission
that views digital education as a civic necessity, not a privilege. This should
include the establishment and strengthening of existing adult education centres,
vocational training institutions, public libraries, and online platforms
accessible to all age groups.

Digital literacy interventions should be explicitly tailored to meet the needs of
vulnerable populations. Programs should be designed with sensitivity to local
languages, cultural contexts, and literacy levels. Special efforts should be made
to include vulnerable populations in both the design and delivery phases.

Policymakers should formally recognise digital literacy as a non-technical
security measure and integrate it into broader crime prevention strategies. The
inclusion of criminological frameworks, such as the RAT, can help
policymakers understand digital education as a proactive tool against online
victimisation.

Training materials should be developed to reflect local realities, including
popular scams, local digital practices, and region-specific threats. Partnerships
between cybersecurity experts, educators, community leaders, and civil society
organisations should be leveraged to enhance curriculum relevance and impact.

Given the infrastructural limitations in many parts of Nigeria and other Global
South countries, community-based models, such as mobile digital clinics, rural
digital hubs, and radio-based education, should be explored to widen access to
mental health services. Community champions and peer-learning structures
should be utilised to aid information diffusion.

Robust mechanisms should be established to evaluate the impact of digital
literacy programmes on the elderly. The evaluation should be disaggregated by
age, gender, location, and income level to ensure equity and continuous
improvements. The lessons learned should be directly incorporated into policy
refinement and program redesign.
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Appendix |
Schematic of a Proposed Classification of Cybercrime
Category Ilustrative sub- Level of cyber
categories/examples (computer) involvement
Acts targeted against Ransomware Cyber-dependent = high
machines,  data, or ynlawful access or deprivation of Cyber involvement
systems access like cyber trespass and denial-

of-service attacks

Unlawful interference, tampering, or
content release like hacking,
destructive malware, unlawful data
breaches.

Other acts targeted against
machines, data, or systems

Fraud and acts targeted Identity theft including elements of Cyber-enabled =
against property both  unlawful acquisition of moderate cyber
personal information (theft) and involvement
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misuse of that information to commit
fraud (e.g., abuse existing account or
create new account).

Fraud like phishing, swindles and
confidence game.

Other acts targeted against property

Acts against Cyber harassment, cyberstalking, Cyber-enabled =

individuals, nonsexual cyberbullying moderate cyber

in nature involvement

Acts against Unlawful  sexual  exploitation Cyber-enabled =

individuals, sexual in material via electronic means moderate cyber

nature involvement

Acts targeted against Computer-related acts of terrorism Cyber-enabled =

groups or radicalization. moderate cyber
involvement

Acts involving Using information and Cyber-assisted = low

incidental technology communication technology (ICT) to cyber involvement

use lure a victim into a physical attack

Note. Adapted from Cybercrime Classification and Measurement: Consensus Study Report
Highlights (p. 2), by National Academies of Sciences, Engineering, and Medicine (2025),
National Academies Press.
https://nap.nationalacademies.org/resource/29048/Highlights_Cybercrime_Classification_an
d_Measurement.pdf
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